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Accepted: 2024-12-31 transformed the way we work and has controlled
various industries and sectors of human life. The
Keywords: potential benefits of Al today are enormous, including
Artificial Intelligence; increased efficiency, productivity, and innovation.
Regulation; However, the use of Al also raises concerns about
Al Risks ethical, legal, social, and privacy issues for society.

This paper aims to measure the benefits of Al in
human life, the urgency of regulating the use of Al
technology, and the concept of requlating the use of Al
in Indonesia. This paper reviews various literature
and studies related to Al and its impact on society.
The results show that Al has the potential to bring
significant benefits to human life, but its unregulated
use can also pose significant risks. Therefore, it is
important to establish regulations that address Al
concerns from ethical, legal, and social perspectives.
This paper also proposes a concept of requlating Al in
Indonesia  that includes general requirements,
development to use and sanctions, and Al use must
also uphold ethical and legal principles, such as
transparency, accountability, and human rights
protection. This paper emphasizes the importance of
balancing the benefits and risks of Al to ensure safe

and responsible use in society.

I. Introduction

Artificial Intelligence or abbreviated as Al, is a technology that is
increasingly developing and is widely used by society in various fields. This Al
technology has enabled a machine to process and understand data, and learn
from that data so that it can predict the desired results accurately and quickly.
The use of Al technology today is very widespread, this technology can be
applied to several programs such as facial recognition, natural language
processing, and big data processing. In Indonesia, the use of Al technology has
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begun to be applied in various sectors, such as banking, government and
creative industries. However, the use of Al in Indonesia is still limited to large
companies and is not evenly distributed across all levels of society. Even
though Al technology has a positive impact in making human life easier, the
use of Al technology also raises several challenges, such as issues of data
privacy and security, as well as economic inequality that may occur due to
increasingly widespread job automation. Therefore, efforts need to be made to
minimize the negative impacts of using Al technology and increase the benefits
provided to society at large.

Recently there was news reporting that the development of Al technology
needed to be postponed because it could potentially be dangerous to human
life. In the news there was an open letter written by a group of artificial
intelligence (Al) experts and industry executives led by Elon Musk. They asked
for a six-month delay in training and development of new AI models more
advanced than GPT-4, due to the potential harm it might cause to humans and
society. The authors of the letter expressed concern about the threat of AI which
might endanger society and pose a serious threat to human civilization,
including threats in the economic and political sectors. They call for security
protocols for Al to be created, audited, and implemented before training and
development of more sophisticated AI models takes place. Apart from that,
they also asked developers to work together with policy makers in the
government to create these regulations.

The threat and importance of regulation regarding Al technology has also
been conveyed by Europol, where Europol has warned about the potential
misuse of Al chatbots such as ChatGPT made by OpenAl. This chatbot service
allows it to be used for phishing, disinformation and cybercrime efforts.
ChatGPT reproduces language patterns to imitate the speech style of certain
individuals or groups, making it amenable to abuse by criminals against
potential victims. This new technology has the ability to produce authentic text
at speed and scale, making it an ideal tool for propaganda and spreading
disinformation. Therefore, Al experts and industry executives emphasize the
importance of having security protocols in place to protect society from the
potential dangers of uncontrolled Al

In the increasingly developing digital era, the use of artificial intelligence
(Al) is increasingly widespread in various sectors, including in Indonesia.
However, as a country that is just starting to rise in the use of Al technology,
there needs to be clear and measurable regulations to regulate its use so that it
does not have a detrimental impact on society. On this basis, this article will try
to provide a novelty in the form of a regulatory concept that regulates the use of
Al in Indonesia.

2. Research Method

This type of research is normative research. Research that uses secondary

Mariyam : Conceptualization Of Regulations.... 6393




_ [PENA JUSTISIA: MEDIA KOMUNIKASI DAN KAJIAN HUKUM]

data as the main data. The main data consists of Primary Legal Materials
(Burgelijk Wet boek, the Criminal Code, Law No. 28 of 2014 concerning
Copyright and other IPR Laws) and secondary legal materials (books, journal
articles, data from the web). The data were analyzed using qualitative analysis
techniques. Conclusions are drawn using deductive techniques.

3. Results and Discussion

1. Measuring the Benefits of Al in Human Life

Artificial intelligence (AI) technology has had a significant impact on
various aspects of human life. Al allows computers to learn and make decisions
independently using complex algorithms. This opens the door to various
applications and benefits in various sectors of life. In industry, Al technology
has helped increase efficiency and productivity through automation of
production processes. By leveraging data and analysis generated by Al,
companies can improve product quality, reduce costs, and increase customer
satisfaction. In the health sector, Al is used to diagnose diseases and assist in
patient care. Al can help doctors and nurses analyze medical data, determine
diagnoses, and prescribe appropriate treatment.

Apart from the Industrial and Health sectors, in the financial sector, Al
has helped develop prediction models and risk analysis to help companies
manage risk more effectively. Al can also be used to optimize investment
portfolios and assist customers in making investment decisions. In the field of
transportation, Al is used to develop autonomous vehicles and predict the most
efficient travel routes. Al can also be used to monitor and optimize public
transport networks. Lastly, in the fields of education and entertainment. Al can
be used to develop online learning applications that can be tailored to student
needs. In the entertainment field, Al is used to develop more realistic and
interactive virtual reality games and applications.

Furthermore, can Al technology be used for law enforcement? Artificial
Intelligence (AI) technology has great potential in helping law enforcement.
Some of the benefits of Al in law enforcement are as follows, increase the speed
of data analysis and criminal identification: In law enforcement, data collection
and analysis is very important. With Al, police can process data faster and more
efficiently, and thus identify crimes or suspicious activity more quickly. Al can
also help identify criminals based on behavioral patterns or forensic
data.Improved security and surveillance: Al can help improve security through
surveillance via cameras and sensors, and detect suspicious behavior, such as
vandalism or other criminal acts. This technology can also be used to predict
the likelihood of crime in a particular area and help prevent it.Information
processing: In legal cases, Al can help collect and process data related to legal
violations, as well as filter information from various sources. This can help
investigators or prosecutors in developing their case and finding the necessary
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evidence. Decision making: In some cases, Al can aid decision making by
calculating certain probabilities or risks associated with a particular event or
situation. In the context of law enforcement, this can help judges and juries
make more accurate and data-driven decisions.

Based on what has been said, overall, Al technology has provided
significant benefits in various aspects of human life. With its ability to analyze
data accurately and make informed decisions, Al helps improve efficiency,
productivity and the quality of human life. However, it is important to
remember that the use of Al technology must also be properly regulated to
minimize the risks and negative impacts that may occur. As stated at the
beginning, although artificial intelligence (AI) technology can help optimize
many aspects of human life, this technology also has negative impacts that must
be taken into account. One of the negative impacts of using Al is the potential to
trigger crime or violate people's ethics and privacy. The following will explain
the possible uses of Al that have the potential to have negative impacts, namely
as follows.

First, the use of natural language processing (NLP) technology in
creating fake texts or deepfakes. In a political context, deepfakes can be used to
incite conflict or manipulate elections. In the business world, deepfakes can be
used to create fake products or trick consumers. This poses a risk to individual
security and privacy, as well as causing confusion and harm to society. For
example, a real case in Indonesia where there was a video that allegedly
showed someone who looked like the artist Nagita Slavina performing an
indecent scene, went viral and was widely shared. However, the police have
carried out an investigation and found that the video is h the result of
engineering using deepfake technology. In the 61 second video, the perpetrator,
who looks like Nagita Slavina, is seen carrying out an indecent scene. The police
confirmed that the face of the actor in the pornographic video was the result of
manipulation that was deliberately made to resemble Nagita Slavina.

Second, the use of artificial intelligence algorithms in mass monitoring
and surveillance. Some countries have used Al surveillance technology, such as
the use of CCTV cameras and facial recognition to track individual activities.
However, the use of this technology can cause fear and suspicion in society, and
can trigger human rights violations. For example, the South Wales Police in
England have used automatic facial recognition technology (Automatic Facial
Recognition, AFR) in several law enforcement operations since 2017. This AFR
technology allows police to scan the faces of people in a location using cameras
and compare facial data. them with a database of images of people wanted by
the police.

However, the use of AFR technology by the police has attracted
controversy and criticism from various parties. Some critics say the technology
could violate citizens' privacy rights and give rise to the potential for abuse of
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power by police. Several cases have occurred where this AFR technology has
resulted in misidentification resulting in innocent people being arrested or
detained by the police. There are also concerns that this technology could be
discriminatory against certain minority groups or groups who are often the
targets of security monitoring.The use of AFR technology by South Wales police
itself is also being trialled by the Information Commission, a privacy watchdog
in the UK. The commission found that the use of AFR technology by South
Wales police did not meet legal and privacy requirements, and was not
transparent in providing information to the public about AFR technology.
Ultimately, a British court in 2020 ruled that South Wales police's use of AFR
technology was illegal and violated citizens' privacy rights.

Third, the use of artificial intelligence algorithms in decision making. Al
algorithms can be used in various fields, such as banking, insurance, and courts.
However, decisions made based on Al algorithms can result in discrimination
and injustice, especially if the data used is incomplete or biased. Racial
Discrimination by AI Systems in Job Admissions Processing In 2018, the
American Civil Liberties Union (ACLU) filed a lawsuit against the Amazon
company, because their Al system was used to process job admissions selection
allegedly  discriminatory  against applicants with certain ethnic
backgrounds.Fourth, the use of Al technology in creating autonomous
weapons. Autonomous weapons are weapons that are capable of operating on
their own without human intervention. The use of autonomous weapons could
pose enormous risks to world security, as well as violate international law and
ethics. In this case, it needs to be acknowledged that AI technology has the
potential to trigger crimes and ethical violations. Therefore, there needs to be
strict regulations on the use of Al technology to ensure that the technology is
used for good purposes and does not pose a risk to people's security and
privacy.

2. The urgency of regulating the use of Al technology

The use of AI technology is increasingly important in this digital era,
both at the national and international levels. Al can help optimize business
processes, increase efficiency and productivity, and provide convenience in
various sectors of life. Apart from that, Al can also be used in various fields
such as health, security and the environment. The use of Al can also increase a
country's competitiveness in facing global competition. Developed countries
such as the United States, China and Japan have implemented Al in various
sectors to increase their economic growth and international competitiveness.
However, the use of Al must also be properly regulated and comply with
applicable ethical and security standards. This is to prevent the possibility of
crimes or ethical violations committed by utilizing Al technology. Therefore,
the participation of the government and related institutions is needed in
regulating the use of Al technology, both in terms of regulation, technology
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development and supervision of the use of Al technology.

China has established ethical principles for the use and development of
Al where these ethics include, among others, improve human welfare by
adhering to human-oriented principles, adhering to common human values,
respecting human rights and fundamental human interests, and complying
with national or regional ethics.Promote justice and equality by adhering to the
principle of inclusiveness, effectively protecting the legitimate rights and
interests of all relevant subjects.Protect privacy and safety by fully respecting
the right to consent to personal information, protecting personal privacy and
data security and not collecting data illegally.Guarantee control and credibility
by ensuring that humans have independent decision-making power, the right
to choose whether to accept services provided by artificial intelligence, and the
right to withdraw from interaction with artificial intelligence at any
time.Strengthen the responsibility of artificial intelligence by affirming that
humans are the final responsible subjects, clarifying the responsibilities of
stakeholders, =~ and  comprehensively = enhancing the sense  of
responsibility. Improve ethical literacy by proactively studying and promoting
ethical knowledge of artificial intelligence, understanding ethical issues
objectively, and not underestimating or exaggerating ethical risks.

In these regulations there are also several management standards
encouraging the implementation of flexible and sustainable governance in the
development of artificial intelligence. This is done by integrating ethical
standards into management processes in accordance with applicable laws, as
well as ensuring the development of artificial intelligence is orderly and in line
with reality. The two management standards also emphasize the separation of
responsibilities between various stakeholders and standardize operational
conditions and management procedures, as well as increase risk prevention
efforts through better research and risk assessment in the development of
artificial intelligence. Encourage the use and diversification of artificial
intelligence technologies to address economic and social problems, and support
exchange and cooperation across disciplines, fields, regions and countries.

3. Concept of Regulating the Use of Al in Indonesia

The Indonesian government should consider creating rules and
regulations governing the use of Al technology so that it is in line with national
interests and public security. These regulations could include regulating the use
of Al in health, finance, and other fields. These regulations should include,
general Al settings which include various terms that are relevant in activities
using Al technology such as Machine learning, Deep learning Neural network
Natural language processing and so on.The use of Al technology that is
permitted to be developed and used in any sector, such as law enforcement,
Health Education and so on and to what extent such use and development is
carried out.Requirements for AI developers, including testing procedures,
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security and data privacy. The statement has the first meaning that Al
Developers must follow established testing standards to ensure consistent
performance and accuracy of Al systems. Both Al Systems must be equipped
with appropriate security measures and procedures to protect personal data
and information from unauthorized access or misuse.

All three AI Developers must implement strict data privacy practices to
ensure that personal data is not misused or shared without proper permission.
Fourth, all AI systems must comply with applicable laws and regulations
regarding data privacy and information security in the relevant country or
region. Fifth Before an Al system is launched, developers must conduct security
testing and identify and fix all detected security gaps. Sixth Al Developers must
ensure that their systems do not create bias or discrimination in decision
making, including those related to sensitive ethical and social issues.Provisions
that regulate the government's obligations and community participation to play
an active role in promoting the ethical and responsible use of Al Sanction
Provisions, the following is the concept of sanctions provisions in regulations
for the use of Al in Indonesia, First, Violation of privacy: Sanctions are given to
companies or organizations that use Al to obtain users' personal information
without permission or use this information in a way that is not in accordance
with applicable regulations. Sanctions can take the form of fines or legal
prosecution.

Second, Discrimination: Sanctions are imposed on companies or
organizations that use AI to decide on matters such as hiring, credit, or
insurance, and are proven to discriminate against certain groups based on race,
gender, religion, or other characteristics. Sanctions can take the form of fines or
legal prosecution. Third, environmental damage: Sanctions are given to
companies or organizations that use Al that has a negative impact on the
environment, such as inefficient energy use or poorly managed waste disposal.
Sanctions can take the form of fines or legal prosecution.Fourth, Safety and
security: Sanctions are imposed on companies or organizations that use Al in a
way that is unsafe and endangers the safety of users or the general public.
Sanctions can take the form of fines or legal prosecution. Fifth: Fraud: Sanctions
are imposed on companies or organizations that use Al to commit fraudulent or
manipulative acts, such as manipulating data or assessment results, or violating
applicable rules or requirements. Sanctions can take the form of fines or legal
prosecution.Sixth, Dependence on Al: Sanctions are imposed on companies or
organizations that use Al unethically by making users too dependent on Al
technology, resulting in losses for users. Sanctions can take the form of fines or
legal prosecution.

The sanctions provisions mentioned above need to be clearly regulated
in regulations for the use of Al in Indonesia to ensure that the use of Al
technology is carried out ethically and does not harm users and the general
public.In addition, the regulatory concept regarding the use of Al that upholds
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ethical and legal principles can include the following, transparency, the use of
Al must be transparent, that is, users must be given sufficient information about
how the AI system used works and how the data used in the system is
generated and processed.Accountability, responsibility and responsibility must
be clearly defined in the use of Al. Additionally, the system must be trackable
and monitorable, so that users can understand and improve the decisions made
by the Al system.Protection of human rights: The use of AI must be carried out
with due regard for human rights, such as the right to privacy and non-
discrimination. This can be done by taking I steps to minimize bias in Al
systems, protect personal data, and ensure that systems are not used for
purposes that harm humans. Collaboration, the involvement of all stakeholders,
including government, private sector, academia, and civil society, must be
increased in regulating the use of Al. This collaboration can help build trust and
ensure that the arrangements made truly reflect the needs and aspirations of the
community.Regular evaluation and review: Regulations for the use of Al
should be evaluated periodically to ensure that they are still in line with
technological developments and societal needs. This evaluation should involve
all stakeholders and may result in changes or improvements in existing
arrangements.

In the regulatory concept regarding the use of Al that upholds ethical
and legal principles, it is important to note that the arrangements made must be
flexible and adaptable to keep up with rapid and ever-changing technological
developments. In addition, these regulations must be able to provide adequate
protection for the community, while still encouraging innovation and
technological development that is beneficial to humans and the environment.

4. Conclusion

In the current digital era, Al technology is becoming increasingly
popular and used in various areas of human life. The use of Al technology
provides many benefits, such as increased efficiency and productivity, cost
savings, and the ability to solve more complex problems. However, the use of Al
technology also carries some risks, such as concerns about data privacy and
security, as well as the potential for replacing human jobs by machines.
Therefore, regulating the use of Al technology is very important. Countries
around the world are starting to develop regulations to regulate the use of Al
technology. The concept of regulating the use of Al technology in Indonesia is
that there needs to be clear sanctions provisions to ensure compliance with these
regulations. The sanctions must consider the level of the violation and the impact
produced by the violation. Apart from that, there also needs to be a supervisory
institution that can ensure the implementation of these regulations.
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