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Artificial intelligence (AI) technology has become a major 

subject in security and privacy issues in the digital era. This 

article aims to explore the impact of the use of AI technology 

on crime and law enforcement, with a focus on the Indonesian 

context. This research uses a descriptive analytical approach 

to evaluate trends and impacts of using AI in crime 

prevention. Data was collected through literature studies and 

analysis of policies and regulations related to AI and law 

enforcement in Indonesia. The analysis results show that the 

use of AI technology in law enforcement in Indonesia has 

increased significantly over the last few years. This is 

reflected in the number of incidents and controversies 

involving AI, as well as in the implementation of policies and 

regulations governing its use. While AI offers great potential 

in supporting crime investigation and detection, challenges 

related to privacy, fairness, and accountability also arise as it 

develops. The use of artificial intelligence technology in law 

enforcement in Indonesia raises a number of impacts and 

challenges that need to be considered. Despite its potential to 

increase the effectiveness of law enforcement, protecting 

privacy and human rights must be a primary focus in the 

development and implementation of AI technologies. 

 

 

I. Introduction 
In this era of rapid and rapid technological progress, it certainly has positive and 

negative impacts in facilitating work and human activities to support complex activities, 
such as artificial intelligence (AI) technology (Holzinger et al., 2019). Artificial 
Intelligence (AI) or artificial intelligence is a technology or man-made system designed 
through a computer system to be able to imitate human reasoning and have a frame of 
mind like humans (Ertel, 2018). 

In the progress of artificial intelligence, AI experiences several levels of change or 
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evolution, namely the first level is called Artificial Narrow Intelligence (ANI) which is a 
weak form of AI, then the second level is known as Artificial General Intelligence (AGI) 
which is the Strong AI level which has capabilities comparable to humans and the last 
level Artificial Super Intelligence (ASI) is a form of AI created to surpass human 
capabilities (Jackson, 2019). However, the current progress of AI technology is still at the 
level of weak AI, so there are still many possibilities for errors in operation and can even 
be used to commit crimes in the form of breaking the law or criminal acts, where misuse 
of the technology occurs due to the lack of complex legal regulatory security systems. as 
a barrier in binding something that allows criminal acts to occur, this is due to the massive 
misuse of technology in cyberspace or what is called cybercrime (Mintz & Brodie, 2019). 

Cybercrime is a criminal act that occurs in cyberspace through criminal acts using 
computer technology, resulting in social harm, where cybercrime has various types of 
criminal acts, one of which is called malware or malicious programs or software that 
infiltrate computers or computer systems (Noerman & Agustanti, 2023). Based on internal 
data from the company's cyber security center in Washington, the United States, the cyber 
attacks that most attack Indonesia are Malware. Malware is still something that is feared 
in the cyber world because malware is specifically designed to be hidden and can remain 
in a system for a certain time. without the system owner knowing, so that the system 
security cannot know that the system has been infected with malware ((Muhammad et 
al., 2020). 

Especially in the current era of Artificial Intelligence technology which can simulate 
human intelligence in machines that are programmed to think like humans, thus making 
AI technology have the characteristics and ability to rationalize and take actions that have 
the best chance of achieving certain goals through utilizing the power of AI technology. 
which is revolutionary in industry 4.0 (Effendy et al., 2023). On the other hand, the 
exploration of this technology can make AI-based malware able to spread malicious 
applications and cannot be traced in the data payload and can hide the conditions for 
opening the malicious payload so that it is almost impossible to reverse engineer the 
threat, then potentially bypass anti-virus intrusion detection systems (Winarno et al., 
2023). 

Apart from that, the most surprising use of AI is deepfake technology which can 
produce realistic imitations of voices, faces and other body parts to be used to deceive 
victims, namely a technique for creating human image synthesis based on artificial 
intelligence, where an image or video can be combined using certain methods. so that the 
results appear real, this deepfake technology can change audio and movements as well as 
visual details that are very identical to the victim, so it is very likely to be used to mislead 
information or hoaxes that affect public instability (Mariyam & Setiyowati, 2021). If this 
technology is not limited then the worst possibility is that the use of deepfake technology 
can manipulate images or videos using the faces of famous figures or public figures, 
therefore the reputation and good name of these public figures can be tarnished and 
perpetrators who spread hoax news will manipulate and deceive many of the general 
public. with false news (Salsabilla et al., 2023). therefore giving rise to various crimes 
such as hate speech, propaganda tools, political tools, and using deepfake technology to 
distribute content in the form of pornography (Santoso, 2022). 

In Indonesia, there are several examples of deepfake cases using artificial 
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intelligence technology involving well-known public figures, namely Nagita Slavina and 
Syahrini, with indecent scenes in the form of doctored videos using artificial intelligence 
technology and more recently, more horrendous due to the misuse of artificial 
intelligence technology which displays Pak Jokowi's video. gave a speech in Mandarin, 
then the Minister of Communications and Information, Budi Arie Setiadi, quickly 
responded to the video saying that the video was the result of AI engineering or a 
misleading deepfake (Multazam & Widiarto, 2023). 

The use of technology for evil purposes has also occurred in several countries. in 
2019, cybercriminals used AI voice-generating software to imitate the voice of the Chief 
Executive of a UK-based energy company and successfully obtained $243,000 and 
distributed transfers of the funds to bank accounts located in Mexico and other countries 
(Kamar et al., 2023). Another relevant case occurred in January 2020 where criminals 
used AI technology to simulate the voice of the director of a transnational company 
(Kadim & Sunardi, 2023). Through multiple calls with the branch manager of a bank based 
in the United Arab Emirates, criminals managed to steal $35 million held in several bank 
accounts, leading the bank's branch manager to believe that the funds would be used for 
company acquisitions (Meirobie et al., 2022). 

Massive audio and video falsification poses relevant and complex legal challenges 
for the investigation and prosecution of crimes, because law enforcement authorities do 
not yet have the full capacity to secure evidence on an international scale and often lack 
a legal framework, especially procedural steps in criminal law to ordering the 
preservation of digital evidence and investigating cyber crimes. This is a major obstacle 
in the structure of criminal law enforcement against artificial intelligence technology 
(Fauzi & Rahman, 2020). Due to the complexity posed by the misuse of AI technology for 
criminal purposes, law enforcement agencies, key stakeholders or the government must 
strive to encourage the development of strategic partnerships between law enforcers to 
fight abuse more effectively (Maulina et al., 2020). 

In essence, law has the capacity to act as an instrument of Social Engineering and 
Social Control (Hadinoto & Azhar, 2018). law as a means of Social Engineering is an 
instrument to achieve order and legal awareness in society as per the ideals of law and at 
the same time is responsive to social changes and then law as a Social Controlling 
instrument which seeks legal order or a strategy to prevent violating and deviant 
behavior in life society (Appolonov, 2021). This is in line with the principles of ius 
constitutum as positive law currently in force and ius constituentdum as law that is 
planned or aspired to (Hatidja et al., 2022). Some of these things describe the nature of 
law, where law is a determining factor in people's lives and where law adapts to 
developments in society itself, both social and technological developments (Sirait et al., 
2023). 

The prospect of developing new regulations is a breakthrough that will regulate 
relevant aspects regarding the impact and development of Artificial Intelligence systems 
and relate to the protection of basic rights for victims (Budiman, 2022). Moreover, 
Indonesia is a country that adheres to the continental European legal system, where all 
actions and actions must have written rules in carrying out the goal, namely legal 
certainty (Dahlan et al., 2021). Based on the concept of a state of law in its constitution as 
stated in Article 1 paragraph (3) of the 1945 Constitution, Indonesia is a state of law 
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which explains the normative recognition of everything or events that are required to 
follow the regulatory order that has been inaugurated by the state as a guide to behavior 
in the state (Djamzuri & Mulyana, 2023). 

In the Indonesian legal order, there are several divisions of law, one of which is 
criminal law which regulates behavior in public life and if these regulations are violated, 
criminal sanctions will be given (Sakban & Resmini, 2018). In Indonesian criminal law itself 
there are two divisions of criminal law, namely general criminal law and special criminal 
law, each of which has its own coverage and scope, therefore general criminal law is 
criminal law which covers and is aimed at every legal subject without regard to specific 
individuals. , where this criminal law has been codified in the division of formal criminal 
law contained in the Criminal Procedure Code (KUHAP) and material criminal law 
contained in the Criminal Code (KUHP), while special criminal law is criminal law that is 
formally or the material is outside the codification of the Criminal Code and Criminal 
Procedure Code (Kurniawan, 2023). From the division of criminal law, the existence and 
use of artificial intelligence technology should be included and formed in general criminal 
law or special criminal law or a regulation regarding AI technology should be made, either 
specifically in the form of a law or a separate chapter, for example the formation is made 
in Law number 19 of 2016 concerning electronic information and transactions (UU ITE) 
(Lestari et al., 2022). 

In the near future, AI technology will have an important role in every aspect, which 
will also have an impact on criminal aspects or violations caused by AI, because it does 
not have sufficient legal status to be explained in the Indonesian criminal system, so that 
this problem will become a problem in criminal law enforcement (Murdayantin et al., 
2023). Because AI will be developed on automotive technology with cars that are not 
driven manually or then automatically, imagine that a car that uses artificial intelligence 
technology is then involved in a traffic accident and causes the victim to die, so who is 
responsible for that incident (Simanjuntak, 2019). 

Basically, if there is no error then it cannot be punished, so this raises the question 
of whether AI can be responsible for its own actions or what if the results of AI's thinking 
lead to criminal acts, then who is responsible in the eyes of the law, Is it the AI or the AI 
Maker and or AI users themselves (Gandrova & Banke, 2023). Moreover, in criminal law or 
laws relating to AI technology, up to now there are no regulations that specifically include 
artificial intelligence in regulatory considerations and there has been no optimization of 
regulations relating to the use of artificial intelligence, which could be a legal loophole for 
perpetrators. misuse of artificial intelligence technology (Hariri et al., 2023). Therefore, 
Indonesia as a rule of law country, in principle, recognizes the principle of due process of 
law which confirms that everything that is done or committed must be based on statutory 
regulations and in criminal law it is also explained that the imposition of punishment on 
a person cannot be carried out without the existence of a law that regulates it. (principle 
of legality), therefore problems that have the potential to be non-criminal and 
detrimental to society must be resolved quickly with the existence of law as a solution 
(Hamzani et al., 2020). 

Based on the background explanation above, the problem of this research can be 
formulated with a number of questions, namely: What are the forms of crimes committed 
using artificial intelligence technology? And what is the future concept for dealing with 
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crime based on artificial intelligence in Indonesia? And the aim of this research is to 
discuss the use of artificial intelligence, which is a new technology that can be misused to 
carry out actions that are detrimental to other people, especially as the existence of 
artificial intelligence technology today is very disturbing for Indonesia. Therefore, the 
existence of artificial intelligence needs to be optimized in the form of regulations and 
providing sanctions as a solution to overcome the use of artificial intelligence which leads 
to the category of criminal acts. Therefore, "artificial intelligence-based crime prevention 
in Indonesia" has been used as the title of this research. 

2. Research Method 

This research is dogmatic research whose focus is to find legal rules, legal principles 
and legal doctrines that are relevant to answering legal issues in artificial intelligence- 
based crime prevention policies in Indonesia. This research uses primary legal materials 
such as the Constitution of the Republic of Indonesia (UUD 1945), Law Number 19 of 
2016 concerning Amendments to Law Number 11 of 2008 concerning Electronic 
Information and Transactions, as well as the Criminal Code ( Criminal Code). Secondary 
legal materials include literature from various sources such as books, articles and 
scientific works from legal experts and related laws and regulations, as well as tertiary 
legal materials such as legal dictionaries or encyclopedias to support understanding. Data 
collection techniques were carried out through normative literature studies using 
various sources including the internet. 

 

3. Results and Discussion 

In the results and discussion of the research, the Artificial Intelligence-Based 
Crime Prevention Policy in Indonesia is the focus of in-depth analysis. This policy is 
explained as a strategic step by the government in responding to the dynamics of 
modern crime which is increasingly connected to technology. Analysis shows that 
clear and comprehensive regulations support the implementation of this policy. 
Appropriate regulation ensures that artificial intelligence technology is used 
ethically and in accordance with applicable legal principles, while respecting human 
rights and individual privacy. Investment in technological infrastructure also plays a 
crucial role in the success of this policy. Funds allocated for the development and 
maintenance of artificial intelligence systems become long-term investments that 
support the ability of law enforcement agencies to face increasingly complex crime 
challenges. Discussions regarding training and human resource development 
highlight the importance of the readiness of law enforcement personnel to operate 
this technology well. Comprehensive and ongoing training programs are key to 
ensuring that law enforcement officers can optimally utilize the potential of artificial 
intelligence technology. 

 
Forms of criminal acts against the use of artificial intelligence technology (Artificial 
Intelligence) 
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Fraud and 
Identity Theft 

Enhanced 
Cyber Attacks 

Distribution 
of Malicious 

Content 

Harassment 
and 

Exploitation 

Privacy 
Breach 

Data Breach 

In an era where technology is increasingly advanced, the use of artificial intelligence 
(Artificial Intelligence) has had a significant impact in various aspects of life, including in 
the fields of security and law. However, along with this progress, new challenges have 
emerged related to the misuse of this technology for criminal activities. Therefore, it is 
important to study and understand the forms of criminal acts related to the use of 
artificial intelligence technology. In this article, we will investigate several forms of 
criminal acts that have emerged along with the development of artificial intelligence 
technology. From fraud and cyberattacks to online harassment and market manipulation, 
we will explore the security threats that arise from leveraging artificial intelligence in the 
context of digital crime. A deep understanding of these forms of criminal acts will help us 
formulate effective response strategies, both from a policy and law enforcement 
perspective. In this way, we can together build a digital environment that is safer and 
more secure for the wider community. Remove the words in this article and replace them 
with findings. 

 

Figure 1. Forms of criminal acts involving the use of artificial 
intelligence technology 

Source: processed by researchers 2024 
 

Based on the picture above, it can be explained that fraud and identity theft are 
criminal acts regulated in Article 378 and Article 362 of the Indonesian Criminal Code 
(KUHP). The use of artificial intelligence algorithms to compose phishing messages or 
duplicate online profiles can be categorized as fraud under Article 378 of the Criminal 
Code. Likewise, creating a fake image that is difficult to distinguish from the original can 
be considered identity fraud as regulated in Article 362 of the Criminal Code. Cyber 
attacks enhanced using artificial intelligence can violate Article 30 and Article 46 of Law 
Number 19 of 2016 concerning Amendments to Law Number 11 of 2008 concerning 
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Information and Electronic Transactions (UU ITE), which prohibits actions that are 
detrimental to system security and availability. information. The spread of dangerous 
content, such as deepfakes, can violate Article 27 paragraph (3) of the ITE Law which 
prohibits the dissemination of information that poses a threat to national security and/or 
has the potential to cause widespread material or non-material losses in society. The 
breach of sensitive data is a violation of Article 30 of the ITE Law which prohibits 
unauthorized access to electronic systems protected by security systems. Violations of 
privacy through surveillance and monitoring with artificial intelligence technology can 
violate Article 21 of the ITE Law which regulates the protection of personal data. 
Organized criminal acts supported by artificial intelligence can violate Article 365 of the 
Criminal Code concerning aggravated theft, Article 365 bis of the Criminal Code 
concerning kidnapping which results in death, and Article 365 ter of the Criminal Code 
concerning kidnapping which results in loss of liberty. Meanwhile, according to data 
obtained from Kompas.id, the reported cases of artificial intelligence incidents and 
controversies are presented in graphical form as follows: 

 

Graph 1. Reported cases of artificial intelligence incidents 
and controversies 

Source: Kompas.id 2024 

The graph shows that cases of incidents and controversies related to artificial 
intelligence (AI) reported in 2021 reached the highest number of 260, while the lowest 
number was recorded in 2009 with only one case. This phenomenon can be explained by 
various factors, including the impact of the COVID-19 pandemic. During the COVID-19 
pandemic, there has been a significant increase in the use and development of AI 
technology for various purposes, such as health monitoring, drug research, data 
management, and online services. Although AI provides great benefits in dealing with 
pandemics, such as developing vaccines, monitoring the spread of viruses, and predicting 
epidemiological trends, it also raises several issues and controversies that can be the 
cause of the increasing number of incidents. 

One of the reasons for the increase in AI-related incidents and controversies in 2021 
is concerns about the use of AI technology in monitoring and tracking individuals during 
the pandemic. This creates debates about privacy and human rights, as the application of 
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AI for monitoring can threaten individual freedoms and raise concerns about potential 
misuse of data. In addition, the increased use of digital platforms and social media during 
the pandemic may also contribute to the increase in cases of AI-related incidents. The 
misuse of AI technology in the creation and distribution of false or provocative content 
on online platforms is a serious concern, especially in the context of the spread of 
misinformation about COVID-19. 

Pandemic conditions can also accelerate the adoption of AI technology in various 
sectors, including cybersecurity. With cyber threats related to COVID-19 increasing, 
organizations and enterprises are likely to rely on artificial intelligence solutions to 
identify, prevent, and respond to cyber attacks. However, the use of this technology can 
also open new opportunities for cybercrime and increase the complexity of information 
security challenges. Thus, the increase in the number of incidents and controversies 
related to artificial intelligence in 2021 can be largely explained by the impact of the 
COVID-19 pandemic which accelerated the adoption of AI technology, but also gave rise 
to various new issues and challenges that need to be addressed effectively. 

The concept of crime prevention based on artificial intelligence in Indonesia 
 

In the context of advances in artificial intelligence (AI) technology, crime prevention 
is becoming increasingly complex in Indonesia. In response to these developments, the 
concept of artificial intelligence-based crime prevention is becoming increasingly 
important. Effective investigations and law enforcement require the integration of this 
technology in crime prevention strategies. Therefore, in this presentation, we will explain 
the future concept of dealing with artificial intelligence-based crime in Indonesia, as well 
as concrete policy steps that can be taken based on applicable articles or legal regulations 
and government policies. 

 
1. Strengthening the Regulatory Framework: 

Indonesia needs to strengthen the regulatory framework governing the use of 
artificial intelligence technology in fighting crime. This can be done through 
updating or creating relevant laws, such as the ITE Law, which provides a clear legal 
basis for the use of AI in law enforcement. Strengthening articles related to 
cybercrime, such as electronic fraud, spreading false information, or cyber attacks, 
is a priority. 

 
2. Investment in Technology Infrastructure: 

The government needs to allocate adequate resources for the development of 
artificial intelligence technology infrastructure in law enforcement agencies. This 
includes investment in the development of AI software and hardware, as well as 
training for law enforcement officers in the use of the technology. Assistance and 
cooperation with the private sector in this regard is also important. 
3. Training and Human Resources Development: 

Comprehensive training programs need to be developed to improve the skills 
and knowledge of law enforcement officers in utilizing artificial intelligence 
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technology. This training covers data collection and analysis, social media 
monitoring, and early detection of cyber threats. Ethical aspects in the use of AI also 
need to be emphasized in this training program. 

4. Collaboration between Institutions and Stakeholders: 

Cross-sector collaboration between government agencies, law enforcement 
agencies, educational institutions, the private sector and civil society must be 
strengthened. The exchange of information and resources, as well as the formation 
of strategic partnerships, can accelerate the development of innovative solutions in 
AI-based crime prevention. 

5. Increased Public Awareness: 

Increasing public awareness about the role and benefits of artificial intelligence 
technology in combating crime needs to be realized through outreach and 
education campaigns. Public education will help gain greater community support 
and build trust in the use of AI by law enforcement agencies. 

By implementing these steps in a holistic and integrated manner, Indonesia can 
strengthen its capacity to face various increasingly complex criminal threats in the 
digital era. This is in line with the government's vision to create a safer and more 
secure society for all its citizens. Regarding the concept of crime prevention based 
on artificial intelligence (AI) in Indonesia, there are several legal norms that apply. 
These norms provide the legal basis governing the use of AI technology in the 
context of law enforcement and crime prevention. Following are some relevant 
legal norms: 

1. Legal Principles 
Article 27 paragraph (1) of the 1945 Constitution states that "all citizens 

have the same position under the law and government and are obliged to 
uphold the law and government without exception." This principle underscores 
the importance of upholding fairness, proportionality and individual freedom 
in the use of artificial intelligence in law enforcement. 

2. Electronic Information and Transactions Law (UU ITE) 
Article 28 paragraph (1) of the ITE Law states that "any person 

intentionally and without right distributes and/or transmits and/or makes 
accessible Electronic Information and/or Electronic Documents which contain 
insulting and/or defamatory content." This article regulates the spread of false 
information or defamation which can be punished in the context of law 
enforcement in cyberspace. 

3. Personal Data Protection Law 
Article 5 of Law Number 11 of 2020 concerning Electronic Information and 

Transactions (UU ITE) regulates the protection of personal data. This article 
sets out the principles for the collection, processing and storage of personal 
data that law enforcement agencies using artificial intelligence technology must 
comply with. 
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4. Consumer Protection Law 
Article 14 of Law Number 8 of 1999 concerning Consumer Protection 

regulates that "providers of goods and/or services are prohibited from 
misleading regarding price, quality, type, shape, size, quality, use, benefits, and 
risks that may arise from the use of goods and/or services offered or traded." 
This article protects consumers from fraudulent practices in online 
transactions which can be identified and overcome using artificial intelligence. 

 
5. Ethical Principles in the Use of AI: 

Although there are no specific articles in the law that regulate ethical 
principles in the use of AI, these principles are often cited from commonly 
accepted ethical frameworks. This includes transparency (article 16 of the ITE 
Law), accountability and fairness in the use of artificial intelligence technology 
in law enforcement. By complying with and implementing these articles, it is 
hoped that the use of artificial intelligence technology in combating crime in 
Indonesia can be carried out by paying attention to the principles of justice, 
human rights and high ethical standards. 

 

4. Conclusion 
In the context of artificial intelligence-based crime prevention in Indonesia, the 

conclusion that can be drawn is the need to integrate artificial intelligence technology 
in a holistic and integrated law enforcement strategy. Appropriate policies and 
comprehensive regulations are an important foundation in ensuring that the 
implementation of AI technology is carried out ethically and in accordance with 
applicable legal principles, while still paying attention to human rights and individual 
privacy. Investments in technological infrastructure and human resource training are 
key to ensuring the successful use of artificial intelligence in crime prevention. 
Collaboration between institutions and stakeholders is also needed to strengthen 
capacity in facing increasingly complex crime challenges in the digital era. With 
increasing public awareness about the role and benefits of artificial intelligence 
technology, it is hoped that public support for the implementation of AI-based crime 
prevention policies will become stronger. In this way, Indonesia can build a safer and 
more secure digital environment for all its citizens, in line with the government's vision 
of creating a safer and more secure society. 
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