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Blockchain, as a supporting technology for the industrial
revolution 4.0, has excellent potential to change many areas
of private legal transactions, including as the technological
basis of smart contracts. The application of blockchain
technology has its own legal aspects, risks, legal issues and
challenges to provide regulatory policies to optimize the
technology’s potential and simultaneously mitigate risks.
This research aims, firstly, to discover the legal aspects that
should be considered in blockchain technology and, secondly,
the legal issues of implementing blockchain technology,
especially those related to finance, jurisdiction, and cyber-
attacks. The research method to be used is normative legal
research. The research results obtained are, first, the aspect of
the existence of the law itself, which is related to binary code
through hash algorithms. Second, the legal issues of
implementing blockchain in the financial sector are
scalability, data privacy, data interoperability, and
governance; related to jurisdiction related to the ability of
blockchain to cross jurisdictional boundaries because nodes
on the blockchain can transmit anywhere, in this world;
related to cyber-attacks, namely brute force attacks on specific
nodes which result in the dissemination of inaccurate
information. Legal assistance and existence in technology (in
this case, blockchain) are needed so that everything continues
according to the rules to prevent more significant problems
from arising.
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I. Introduction

Darwin's theory of evolution suggests that a process of change takes a long time, up
to thousands of years (Darwin, 2004), but this is different from today, namely during
the fourth industrial revolution, where change now only takes a short time. In the
fourth industrial revolution, there was a shift in the human paradigm in viewing
nature (Prasetyo, 2018), thanks to new technologies such as 3D printing, artificial
intelligence, financial technology, internet-of-things, cloud computing-based storage,
big data, and robotics technology, communication technology between machines,
uncrewed vehicles, nanotechnology, quantum supercomputers, biotechnology,
automatic cars, genetic engineering, blockchain technology, and cryptocurrencies
(Florentin, 2022). The presence of these technologies is increasingly helping humans
carry out their duties to achieve all forms of significant optimization (Dirjen Aptika
Kominfo, 2018).

A blockchain is managed in a block list containing sequential transactions, where the
hash connects each block so that it can store and transmit data in a decentralized
manner (Parung, 2019). The information stored on the blockchain is a shared
database, not only in one location. Records stored on the blockchain are public and
easy to verify because millions of computers host them. Simply put, a blockchain is
like a database that stores distributed records of values and transactions (Raharjo,
2022). Initially, blockchain was only used for encrypted digital currency transactions
(such as Bitcoin) and to avoid double-spending. Still, it was developed further in
various fields because of its enormous benefits, such as digital identity, voting or
decentralized notaries. This technology is also flexible because it can be related to
existing technologies such as network topology, cryptography, and consensus
algorithms (Zhang, 2016).

Based on the technical configuration, functional and governance structure, blockchain
is divided into four categories, namely first, public permissionless blockchain
(blockchain without public permission), namely when all parties can send, validate
transactions, can read and access the system (unless the blockchain is encrypted so
that only read the contents). Second, public permissioned blockchain (blockchain
with public permission) when only authorized entities can have access to the
blockchain, third, private permissioned blockchain (blockchain with private
permission requests) when only authorized private persons in a specific area can
execute or validate transactions, and fourth, private permissionless blockchain
(blockchain that does not require personal permission) when anyone can send and
validate transactions on a private blockchain as long as the transaction is carried out
in a special area. Apart from that, a hybrid blockchain can also be made, which
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combines the various aspects above (European Commisssion, 2018).

Blockchain technology has great potential to change many areas of private law
transactions. Blockchain also offers interesting opportunities as the technological
basis for smart contracts. Smart contracts are also included in one of the hottest areas
in blockchain technology research. Especially with the advantages of using smart
contracts, such as reducing costs and time for transactions, offering transparency, and
offering predictability, the trail is public, and contracts can be executed automatically
(H.Jacquemin & Y. Poullet, 2018). The application of a new technology certainly poses
its challenges, and this causes the government to need to provide regulatory policies
in order to optimize the potential of technology and simultaneously mitigate risks
because one important thing is not only the presence of new technology but how to
respond to new technological innovations that appear with regulations. Current law.

Fundamental questions will arise to accommodate this new technology, such as what
legal aspects need to be considered with the presence of blockchain technology,
whether the existing legal system can easily interact with blockchain technology as a
technological basis for self-executing agreements, or what legal issues will arise and
related to the adequacy of rules to create legal certainty. The hope is that
decentralized technologies such as blockchain will become the next wave comparable
to the transformation of internet development. Therefore, as new technology faces
various challenges, researchers want to know about the legal aspects of blockchain
and legal issues that can arise from blockchain technology in the financial, cyber risk
and jurisdictional fields.

2. Research Method

This research uses the type of normative juridical research (Soekanto, Soerjono dan
Sri Mamudji, 1994). Methods of data collection were collected through library
research (Nazir, 2005). The library material used is secondary data supported by
primary, secondary and tertiary legal materials. Primary legal materials consist of
basic norms or rules, basic provisions or regulations, and statutory regulations.
Secondary legal materials, namely books, research journal articles, previous research
reports, and mass media related to blockchain and smart contracts, as well as tertiary
legal materials, including the Black Law Dictionary, Big Indonesian Dictionary, etc
(Hadikusuma, 1995).

6778
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3. Results and Discussion

Legal Aspects that should be Considered from the Presence of Blockchain

Technology as the Technological Basis of Smart Contract

Blockchain technology has now entered various fields. In Indonesia, one field that has
used blockchain technology is games, for example, Play Game. Here, the blockchain
system is utilized to validate all gamer activities so that there is no loophole for a gamer
to commit fraud. In addition, the United States has also implemented the world's first
blockchain-based capital market called Crypto Securities Exchange (CSX). The exchange
has been registered with the United States Securities and Exchange Commission (SEC).
This system can streamline communication lines between issuers, securities
consultants, brokers and custodian institutions. The convenience shown by blockchain
technology has caused this technology even to be called a solution to all problems in the
world (Alois, ].D,2022).

Understanding the fundamental dimensions of blockchain technology infrastructure
can help identify new roles and legal aspects to interact with blockchain technology.
When studying new technology, some aspects need to be considered as preventive and
risk mitigation efforts. One aspect that must be considered is related to views from a
legal perspective or legal aspects and legal issues that may arise. The legal aspects and
issues are necessary to consider because blockchain is still in its infancy, and there is a
lack of experience with the technology, so potential blockchain risks will be difficult to
predict comprehensively. In addition, the probability and impact of risks will also
depend on the specific use case and the nature of the blockchain solution itself.

The legal aspects that must be considered related to blockchain technology are related
to the presence of this technology where the blockchain is present through a block
arrangement, namely a series of binary codes through a hash algorithm. Then a question
arises from legal experts, can codes like this be categorized as law, or can law consist of
a series of codes? Consideration of legal aspects related to laws and codes is necessary
because this can lead to new legal issues. According to Satoshi Nakamoto, blockchain
technology can lead society to a self-enforcing society. In addition, blockchain
technology can replace traditional laws even though there are so many expert opinions
stating that, most likely, the relationship between the two will not reach substitution
but will complement each other (Finck, 2018).

Some experts consider blockchain technology to be able to create a new legal system
(Andy, 2018). It is based on lex informatica, supported by the development of lex
cryptography on the blockchain. Lawrence Lessig also explained how codes in
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blockchain technology can operate as law. According to him, this can happen because,
through the means of a code, regulation of individual behavior can emerge. In addition,
armed with technological means arranged by codes, Lex Cryptographic can
systematically enforce individual behavior in an artificial environment. Code designers
can also be called rule setters in a technological environment (Wright, et.al, 2015).

According to Lawrence Lessig, there are four main ways of regulating and limiting
individual behavior: law, social norms, market forces and architecture. In blockchain
technology, the regulation of individual behavior is carried out through blockchain
architectural governance. The procedure for regulation is carried out utilizing code as a
virtual world architecture made by humans so that that code can operate as law, or it
can be said that code is law, or law is enforced within the scope of codes (Wu, 2003).

Since the emergence of blockchain technology, the law has progressively made
assumptions regarding the characteristics of the code, whereby blockchain technology
establishes regulation through the codes. The immutable nature of the ledger and its
nature of automating transactions makes lex cryptography a very efficient regulatory
code. At the same time, lex cryptography can also be subject to legal regulations from
the real world, so blockchain technology demonstrates that code is the law and the
implementation of new laws through code. Added by de Filippi and Wright, blockchain
technology can also accelerate power transfer from rules of law pre-arranged by
government authorities to rules and protocols based on decentralized code (Yeung,
2018).

Legal aspects related to the existence of codes that can be categorized as legal or not
deserve to be considered because, according to the European Insurance and
Occupational Pensions Authority (EIOPA), blockchain technology is a technology that
deserves further exploration because blockchain can be used in various applications in
various industries, including digital identity, social networking, voting, cloud storage,
centralized applications and more. In addition, blockchain can also help automate
reporting, make digital transactions more efficient by reducing compliance-related
costs, increase transaction transparency, reduce business risk, improve data
consistency and quality across companies, and allow regulators to gain data in new
fields through access. Real-time (Kavassalis, P, et.al, 2018).

Second, the broad scope of the law, which covers many aspects, especially related to the
meaning of multi-aspect (multidimensional and multifaceted) law, is certainly an aspect
that is also considered by blockchain technology because, in principle, the law must
remain side by side in any field. Assistance and the existence of law in technology are
intended to keep everything running according to the rules to prevent bigger problems
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from arising. In addition, fulfilling compliance with the rules is also very necessary,
considering that the development of blockchain-based applications will be increasingly
massive in the future.

Third, the legal aspect that should be considered by blockchain technology is that in
Indonesia, there is no regulation in the form of a law that specifically regulates the
application of blockchain technology. However, industry players adopting blockchain
technology must comply with Law 11 of 2008 in conjunction with Law 19 of 2016
concerning Information and Electronic Transactions (UU ITE). This compliance is due
to implementation of a blockchain-based transaction system involving activities in
electronic systems. In addition, the birth of the ITE Law has implications for two things:
First, electronic transactions and documents are legitimate to guarantee legal certainty.
Second, the classification of unlawful acts and violations to provide legal protection,
where blockchain technology can also be interpreted as having these implications
because blockchain acts as a distributed ledger through a computer network (Setia,
2014).

In Indonesia, a standard operational policy for implementing blockchain has been
regulated, as contained in the Regulation of the Financial Services Authority of the
Republic of Indonesia Number 37/POJK.04/2018 concerning Crowdfunding Services
through Information Technology-Based Share Offerings (Equity Crowdfunding). In
Article 47, OJK Regulation 37/POJK.04/2018, the definition of blockchain is defined as
an information technology-based financial transaction bookkeeping service that
records and stores transaction evidence data or ledgers distributed through computer
networks, both private and public. However, this regulation only regulates the limited
use of blockchain in technology-based stock offering activities to improve the quality of
Crowdfunding Services. This rule also does not serve as the main statutory regulation,
and the definition does not have binding legal force because it is only listed in the
elucidation section of OJK regulations. Its location, which is only in the explanation
section, creates difficulties in forming, implementing, and harmonizing statutory
regulations (Satria Muhammad Nur Lase, et.al, 2021).

Fourth, the legal aspects must be considered when blockchain technology is still in the
development stage; namely, the use of blockchain technology must meet eligibility
standards with the principles of being safe, reliable and trustworthy. Blockchain
technology must also obtain release permit standards and clear operational rules. After
blockchain technology is deemed qualified, predictable through more mature analysis
and capable of bridging innovations related to this technology, blockchain can then be
regulated with stronger regulations, namely through laws or government regulations
(Zhao, 2019).
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Fifth, blockchain technology is the technological basis for the presence of smart
contracts. A smart contract is a computer program code that converts the contents of a
contract into a series of binary codes via a hash algorithm. When the conditions set by
the program are met, the system will trigger automatic execution (Kshetri, 2018). The
legal aspects of blockchain technology as the basis of smart contracts are related to
statements by various bodies of literature indicating that the challenge of correctly
coding smart contracts can often be more difficult than programming traditional
software. The automated nature of execution and the computer-coded form of smart
contracts means that even small mistakes can have significant consequences
(Delmolino, 2015). So that it has legal consequences, namely when some parties argue
that it will be difficult to regulate or organize matters related to force majeure in smart
contracts because, seen from the nature of smart contracts, which will immediately
execute automatically when the achievements agreed upon in the contract have been
fulfilled or not fulfilled (Philippe, 2022).

Sixth, the legal aspect that must be considered in blockchain technology as the basis of
a smart contract is what if there is a coding error in the smart contract? Or Who will be
responsible when the smart contract code is damaged? This question must be
questioned because there has been hacking recently due to software system defects or
smart contract programming bugs (Coie, 2017). Seventh, the legal aspect that should be
considered is when the parties want to use the services of a lawyer to review or compile
a smart contract; the lawyer must understand what he has read or written. Even though
smart contracts are not written in a language that most lawyers can understand (in the
form of codes), of course, this is a challenge for lawyers to protect their clients (Hasting,
2020).

Legal Issues from the Implementation of Blockchain Technology as a Smart Contract
Technology Forming

Blockchain and distributed ledgers are also the strongest challenges to state monopoly
over the creation and storage of public records and verification processes through
institutions (Markey-Towler, 2018). This challenge arises because later trust in
blockchain has the potential to replace trust in the government seen from the system,
which does not require centralized authorization (Werbach, 2018). Blockchain is a
relatively new technology, so there are several legal issues when this technology is
implemented, such as regarding the performance and scalability of this technology,
huge energy consumption, data privacy law issues, legal and regulatory issues when this
technology infrastructure integrates with old infrastructure, issues laws relating to the
regulation of token and coin classification (Reyes, 2016), legal issues of blockchain
technology related to the validity of smart contracts (because this technology is the
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basis of the presence of smart contracts) as well as interoperability between different
platforms, which will be narrowed down in three areas, namely finance, jurisdiction and
cyberattacks. The following are legal issues regarding the implementation of blockchain
technology in the financial sector, jurisdictions and when there is a cybercrime attack:

1) The legal Issue of Implementing Blockchain Technology is related to the Financial
Sector.

Research from the Harvard Business Review in 2017 stated that blockchain has the
potential to create a new foundation in economic and social systems, so financial and
banking service companies around the world are trying to develop blockchain-based
systems to replace existing databases. Seeing the great potential of this blockchain
technology, it is likely to develop more rapidly, especially in Indonesia (Darmawan,
2018). The use of blockchain technology in the financial sector in Indonesia is related to
digital currency as the subject of commodity futures contracts. Blockchain is regulated
in Bapepebti Regulation Number 5 of 2019 concerning Technical Provisions for
Organizing a Physical Crypto Asset Market on the Futures Exchange (Ketentuan Teknis
Penyelenggaraan Pasar Fisik Aset Kripto di Bursa Berjangka). The Technical Provisions
for Organizing a Physical Crypto Asset Market on the Futures Exchange Regulation is an
elaboration of the Regulation of the Minister of Trade of the Republic of Indonesia
number 99 of 2018 concerning the General Policy for Organizing Crypto Asset Trading.
Crypto assets traded through commodity futures exchanges in Indonesia must comply
with various provisions in Article 3 of Technical Provisions for Organizing a Physical
Crypto Asset Market on the Futures Exchange Regulation number 5 of 2019, which,
among other things, requires crypto assets to be based on blockchain technology.

Blockchain regulations in Indonesia need to be underlined because Bank Indonesia (BI)
and the Financial Services Authority (O]JK) have never banned blockchain technology in
the financial services industry. Bl only prohibits the use of digital currency as a legal
means of payment in the territory of the unitary state of the Republic of Indonesia as
stipulated in Article 21 of Law 7/2011 concerning currency. Bl's legal basis for
prohibiting virtual currency is also regulated in PBI Number 18/40/PBI/2016
concerning the Implementation of Payment Transaction Processing and PBI Number
19/12/PBI/2017 concerning the Implementation of Financial Technology. Therefore,
banning digital currency does not mean banning blockchain technology because
blockchain is not the same as cryptocurrency.

Blockchain technology for recording transactions has been legalized through Bank
Indonesia Regulation Number 19/12/PBI/2017 of 2017 concerning implementing
Financial Technology. Specifically, the elucidation of Article 3 paragraph (1) letter of the
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PBI concerning the Implementation of Financial Technology states that blockchain as a
form of implementing financial technology in the payment system functions to carry out
authorization, clearing, final settlement and payment settlement.

Based on the specifications of the level of security, blockchain can properly store
information related to the activities of various online financial transactions. The sharing
security system owned by the blockchain can keep existing financial data safe, so
financial institutions such as the Financial Services Authority and Bank Indonesia can
use it as a recorder and a repository for financial transaction activities carried out
online. Financial institutions and the wider community will feel the existence of
blockchain in the financial sector (Nugroho, dkk, 2021). For example, in the United
States, blockchain is used by a company that produces computer software called
International Business Machine Corporation (IBM), which operates in the industrial and
business sectors. In addition, this company also creates an exchange rate trading
platform called hyper ledger fabric. This project is supported by seven world banks,
including Unicredit, KBC and HSBC. However, there are concerns from the Financial
Stability Oversight Counsel (FSOC) that some blockchain-based systems could be more
vulnerable to fraud than systems currently understood. However, this concern is still
based on small-scale testing (International Business Machines Corporation, 2022)

Legal issues in finance regarding implementing blockchain technology are related to
blockchain-based systems that can span many different regulatory jurisdictions and
national boundaries. Of course, large financial institutions should be careful when
moving to a system where the regulations still need to be clarified/uncertain. The
financial and business risks will be too high if the government does not have clear
regulations on how blockchain-based assets are treated. Concerns regarding regulation,
mutual integration costs and lack of large-scale application of blockchain-based systems
may be the reasons for the slow uptake of the technology by financial institutions and
governments (Davidson, 2016).

Crypto-token issuance is the world's most popular application of blockchain technology,
issued in initial coin offerings (ICO) for financing. The excitement around ICOs slowly
died down in 2018 due to increased regulatory scrutiny and falling token valuations.
Despite this, blockchain-based asset tokenization in financial markets continues to
grow, as blockchain applications are the most prominent in financial markets. Although
the use of tokenization is currently limited, the potential of the instrument grows
significantly as blockchain has benefits in terms of cost efficiency, increased
transparency, liquidity, and more inclusive participation of retail investors (Raustiala,
Kal & Christopher Jon Sprigman, 2018). Legal issues that may arise from implementing
blockchain-based financial asset tokenization on a large scale are scalability, data
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privacy, data interoperability, operational risk from technology, and governance issues.
The potential expansion in tokenized assets has broad implications that affect financial
markets, such as trading, liquidity, prices, and clearing. However, the regulatory and
legal ambiguity surrounding asset tokenization can create uncertainty and risk for users
of tokenized assets (Sinclair Davidson et al, 2016)

2) Legal Issues regarding Jurisdictional Implementation of Blockchain Technology

Blockchain technology can cross jurisdictional boundaries because nodes on the
blockchain can transmit anywhere in the world (Salmon, 2017). Implementing
blockchain can raise several legal issues related to complex jurisdictions and require
careful consideration, such as contractual relationships. The different principles of
contract in different jurisdictions require identification concerning the governing law in
each country. Furthermore, blockchain regulations must be international and widely
accepted because blockchain contracts are cross-jurisdictional and international, with
the participation of parties from different countries (Kaal, Wulf A & Craig Calcaterra,
2018).

Parties conducting electronic transactions through blockchain technology must use an
agreed electronic system. However, in electronic transactions, what is meant by the
word 'agreed upon' also includes agreed-upon procedures contained in the electronic
system. To reach an agreement in an electronic system, paying attention to several
things that must be included in an electronic contract is necessary. The Electronic
Contract must at least contain the following: (a) identity data of the parties; (b) objects
and specifications; (c) electronic transaction requirements; (d) prices and costs; (e)
procedures in the event of cancellation by the parties; (f) provisions that provide rights
to the aggrieved party to be able to return the goods and request a product replacement
if there are hidden defects; and (g) choice of law for electronic transaction settlement.

However, in a decentralized environment such as blockchain technology, it can take
more work to identify the application of the right set of rules. The difficulty in identifying
which rules apply occurs because every transaction is potentially under the jurisdiction
of a location on every node in the network. This has the legal effect that blockchain
technology must comply with many legal and regulatory regimes. If a transaction leads
to fraud, determining the location (locus delicti) in the blockchain can become a
separate legal issue. Therefore, it is necessary to include legal and jurisdictional clauses
that regulate exclusively and determine the rights and obligations of the parties and
which court will handle disputes within the scope of blockchain technology when a
dispute occurs between the parties to create legal certainty. Apart from that, the legal
issue is how the courts can find a method to define and determine the exact place of
transactions made in the blockchain network (Fulmer N, 2019).
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The provisions that apply in the ITE Law have jurisdiction not only for legal actions that
apply in the Republic of Indonesia and are carried out by citizens of the Republic of
Indonesia but also apply to legal actions that are carried out outside the jurisdiction
(jurisdiction) of Indonesia either by Indonesian citizens or foreign citizens or
Indonesian legal entities or foreign legal entities that have legal consequences in
Indonesia. This is important considering the use of information technology for
electronic information, and blockchain-based transactions can be cross-territorial or
universal.

Article 18, paragraph (3) of the ITE Law is felt to accommodate transactions carried out
in a decentralized environment, where parties can conduct transactions from anywhere
and anywhere. Article 18, paragraph 3 of the ITE Law states, "If the parties do not make
a choice of law in international electronic transactions, then the applicable law is based
on the principle of International Private Law." Several theories accommodate which law
applies in a contract, namely: first, the theory of Lex Loci Contractus is based on the law
where the agreement or contract is made and signed by the parties. Second, Lex Loci
Solutionis Theory, the law that applies to a contract is the place where the contract is
implemented. Third, Theory of the Proper Law of the Contract, which is based on the
legal system desired by the parties, or if the will is not expressly stated or cannot be
known from the surrounding circumstances, then the proper law of the contract is the
closest legal system and deal with the transactions that occur. Fourth, The Most
Characteristic Connection Theory, namely the obligation to carry out an achievement
that is most characteristic, is a benchmark for determining the law that will govern the
agreement (Khairandy, et.al, 1999).

Settlement of online transaction disputes can be done through court forums or
Arbitration. Alternatively, the parties may determine alternative dispute resolution
institutions through consultation, mediation, negotiation, conciliation, or expert
judgment. If the parties do not choose a forum for dispute resolution, then the dispute
resolution is based on the principle of Private International Law. The principle of
international private law used will be based on the principle of the defendant's
residence (the basis of presence) and effectiveness which emphasizes where the
defendant's property is located (the principle of effectiveness). However, issues related
to jurisdiction gave rise to differences of opinion between the two camps. The first camp
considers that cyberspace is sufficiently regulated by laws and concepts that have
existed and been used in the real world (cyber paternalist). The second camp believes
cyberspace is unique, so separate laws and concepts are needed. This view tries to
separate cyberspace from the real world (cyber-libertarian) (Murray, 2007).
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David R. Johnson then tries to offer four models that are worth considering as a solution,
including a) Execution of control by existing judicial bodies; b) Entering into
international agreements on cyberspace regulation; c) Establishing an international
organization that specifically regulates cyberspace; d) Self-regulation by internet users
(self-governance). The Council of Europe also regulates jurisdictional issues in Article
22 of the Convention on Cybercrime. This article adheres to the territorial principle,
which means that every country party to this convention has the right to try the crimes
listed in its territory (Johnson, David R. and David G. Post, 1996).

3) Blockchain Legal Issues related to Cyber-Crime

Rapid developments in blockchain technology can invite cyber risks and cybercrimes.
These crimes are categorized as a development of computer crime. For example, legal
issues related to cryptocurrencies based on blockchain technology, such as bitcoin, can
be used as a virtual transaction tool for transactions in cyberspace. Cyberspace is a
strategic place cybercriminal use to commit crimes such as money laundering and illegal
drug and weapon transactions. Bitcoin can be a tool, means, and media for
cybercriminals to carry out illegal activities. Additionally, there have been several
security breaches related to blockchain applications, including Bitcoin, but these
breaches were due to human error, not systemic deficiencies of the blockchain. For
example, Ethereum-based decentralized autonomous organizations are called DAOs
(Distributed Autonomous Organizations). The DAO system had been operating
according to the smart contract computer code. However, the code contained a bug that
allowed one of The DAO participants to transfer 3.6 million ether (ETH), worth
$50,000,000 (fifty million dollars). DAO programmer Christoph Jentzsch is considered
an Ethereum veteran, pointing out that even seasoned programmers with a deep
understanding of Ethereum can make mistakes when programming smart contracts
(Siegel, 2016).

In some cases, attacks on The DAO (Distributed Autonomous Organization) occur
because humans poorly code smart contracts. In the case of Mt. Gox and Bitfinex, Bitcoin
users entrust cryptographically based private security keys to third-party providers
where those third parties fail to secure them. In addition, regardless of the high level of
security on the blockchain system, there are cybersecurity risks that will still arise; for
example, on a public blockchain, data input comes from several nodes, so there is a
possibility of the risk of interference from each node. This type of attack is not aimed at
the blockchain but can only target external blockchain systems such as cryptocurrency
wallets (Siegel, 2016).
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The next legal issue regarding cyberattacks is when someone targets data input points
that lead to the spread of inaccurate information. Blockchain users will unknowingly
rely on this misleading information, or through compromising blockchain data with
brute force attacks on certain nodes due to some blockchain networks, a concentrated
number of nodes will do almost all the processing. However, such an attack would
require enormous computing power. In some systems, even the attack only needs to
control more than half the computing power of all nodes. This kind of attack is more
likely to succeed when the attacker specifically attacks the nodes with the highest
computing power where most transactions are concentrated (Goodin,2018).

In Indonesia, Law No. 11 of 2008 concerning Information and Electronic Transactions.
Regulates everything regarding electronic data and its utilization for the public interest,
including regulations related to risks or cyber-attacks. This law is explained in detail
regarding all actions classified as cybercrimes, as regulated in Articles 27 to 37 of the
ITE Law. Therefore, in reviewing the rules and ways of solving problems around cyber
risks or cyber-attacks (in blockchain technology) in Indonesia, you can refer to the ITE
Law.

4. Conclusion

Blockchain technology is predicted by experts to replace traditional law and lead society
to a self-enforcing society. This happened because blockchain technology created a new
legal system based on the idea of lex informatica, supported by the development of lex
cryptographia. The immutable nature of a decentralized ledger and its ability to
automate transactions make lex cryptographia a very efficient regulatory code. The
most important thing to note is that blockchain is a regulatory technology because it can
guide individual behavior and regulate and create rules for individuals operating in the
network through cyber architectural procedures.

Blockchain technology has many advantages; besides being effective in keeping track of
information and transactions, blockchain also offers security, transparency, efficiency,
improved traceability and cost savings. However, when adopting blockchain
technology, the legal aspects and issues accompanying it must be considered. Legal
issues regarding blockchain technology can arise because this technology is relatively
new and is still under development. General concerns that arise and can become legal
issues, such as uncertainty caused by the lack of clarity in regulations that specifically
regulate this technology in detail in the financial sector, technological complexity,
jurisdictional issues, enormous energy consumption, legal issues of integration with old
infrastructure, performance and scalability issues, legal issues related to the
classification of tokens and coins, issues of interoperability and standardization
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between different blockchains, legal issues related to jurisdictions. In addition,
blockchain's decentralized nature can create risks different from traditional centralized
technologies (OECD, 2019).

Therefore, in the future, when the government wants to make arrangements related to
blockchain technology, it can do it through two legal and political approaches. First, the
formulation of blockchain regulations is based on a cyber law approach that focuses on
regulating the hardware and software infrastructure layers. Second, blockchain
regulations are formulated based on a governance approach and regulatory
implementation that focuses on regulating content layer infrastructure through
computational law theory (Daniel W. Linna Jr, 2019) and lex cryptographic (Jones,
2020). In addition to the two approaches mentioned above, it needs to be supported by
the regulatory sandbox concept to be applied to blockchain technology. This is crucial
because first, from a philosophical point of view, the sandbox can be interpreted as
safety sand; second, contextually, it is interpreted as a form of guidance based on testing,
namely the test-and-learn approach, trials and mentoring. In this concept, regulators
and innovators will jointly develop a framework to test new ideas, including their safety
nets. Establishing a memorandum of understanding between regulators and innovators
in the regulatory sandbox is to minimize blockchain service failures and establish
standard operating guidelines and work success standards (EIOPA, 2019).
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