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The growth of social media has expanded the scope of freedom of 

expression while simultaneously increasing the risk of hate speech 

spreading potentially leading to hostility, discrimination, and 

disruptions to social order. This study aims to analyze law 

enforcement actions against perpetrators of hate speech crimes via 

social media within the jurisdiction of the Riau Regional Police (Polda 

Riau), as well as the factors hindering such enforcement. The study 

employs an empirical juridical (or sociological) method with a 

descriptive approach. Primary data were obtained through interviews 

with one Head of the Special Criminal Investigation Unit and two 

investigators. The data were analyzed qualitatively using Soerjono 

Soekanto’s law enforcement theory and the theory of legal certainty. 

The analysis reveals that ideal law enforcement involves receiving 

reports, conducting preliminary inquiries, identifying criminal 

elements, securing electronic evidence, carrying out formal 

investigations, and coordinating with relevant parties. Key obstacles 

include account anonymity, content deletion, difficulties in obtaining 

digital data, limitations in facilities and technical expertise, and the 

challenge of distinguishing between freedom of opinion and hate 

speech. Consequently, the effectiveness of law enforcement is 

determined not merely by the existence of legal norms, but also by the 

quality of law enforcement personnel, digital infrastructure, public 

participation, and legal culture. 
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I. Introduction  

Indonesia is a state governed by the rule of law, utilizing law as an instrument 

to ensure order, justice, and the protection of citizens' rights. Advances in 

information technology have transformed patterns of public communication. 

Social media enables individuals to rapidly convey their opinions to a wide 

audience. However, this open communication space can also be exploited to 

disseminate insults, provocations, hostility, discrimination, and hate speech. 

These issues are further complicated by the fact that digital content can be 

copied, shared, and disseminated in a very short time. 

In the context of Indonesian law, the regulation of hate speech via electronic 

media cannot be separated from the Electronic Information and Transactions 

(ITE) Law and its amendments, criminal law provisions, and the hate speech 

handling policies of the Indonesian National Police. The second amendment, 

enacted via Law Number 1 of 2024, updated several provisions of the ITE Law, 

including the penal regime concerning the dissemination of electronic 

information containing hate or hostility based on specific identities. The primary 

issue in practice is not merely the absence of legal norms, but rather how those 

norms are applied in a manner that is precise, proportionate, and capable of 

being substantiated. 

Recent literature indicates that the boundary between freedom of expression and 

hate speech is a central issue in digital law enforcement. An analysis of 

Indonesian court rulings reveals that hate speech provisions are open to broad 

interpretation due to the lack of sufficiently detailed objective thresholds; 

consequently, considering context, content, dissemination, and the link between 

the speech and resulting harm becomes crucial (Mathias, 2023). Other research 
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suggests that classifying hate speech cannot rely solely on specific words or 

lexical meanings but must also take into account context, intent, and implicature 

(Puspawati, 2026). 

Research relevant to the Riau region also indicates that the issue of hate speech 

possesses significant local dimensions. A study of a case at the Tembilahan 

District Court in Indragiri Hilir, for instance, analyzed social media posts 

containing ill-wishes directed at the president during an election period; it 

highlighted the importance of semantic, sociolinguistic, and pragmatic analyses 

in understanding the speech elements subject to legal scrutiny (Surahmat et al., 

2025). These findings demonstrate that addressing hate speech in Riau requires 

consideration of the digital communication context, rather than focusing solely 

on sentence structure. 

Beyond issues of interpretation, electronic evidence constitutes a crucial element. 

While electronic information and documents hold legal status as evidence, the 

processes of collection, authentication, integrity preservation, and maintaining 

the chain of custody still face challenges. Literature on digital evidence in 

Indonesia highlights that the evidentiary framework suffers from fragmented 

standards and lacks fully integrated procedures (Santosa & Kamali, 2022; 

Samudra et al., 2026). Consequently, investigators are required to possess 

adequate technical skills and an understanding of the relationship between 

digital facts and the construction of criminal law. 

This study focuses on the Riau Regional Police as the research site, as law 

enforcement regarding hate speech on social media requires an empirical 

examination of the handling process and the factors that impede it. The planned 

study population comprises one Head of the Special Criminal Investigation Unit 



Pena Justisia: 
Vol. 25, No.2, December, 2026 [PENA JUSTISIA: MEDIA KOMUNIKASI DAN KAJIAN HUKUM] 

1072 Hidayat et al.: Law Enforcement Against Perpetrators of Hate Speech …… 
 
 
 
 

 
 
 
 
 
 

  
  
  
 
 

and two investigators, thereby aiming to obtain direct perspectives from the 

officers handling the cases. 

The novelty of this article lies in its integration of an empirical policing 

perspective with Soerjono Soekanto’s theory of law enforcement factors and the 

theory of legal certainty; specifically, it examines how issues such as anonymous 

accounts, electronic evidence, investigator capacity, facilities, and public 

participation affect the effectiveness of handling hate speech within the 

jurisdiction of the Riau Regional Police. This study addresses two primary 

questions: how law enforcement against perpetrators of hate speech via social 

media is conducted within the Riau Regional Police's jurisdiction, and what 

factors hinder such enforcement. 

2. Research Method  

This study employs an empirical or sociological legal research method with a 

descriptive nature. The research aims to examine the law in practice, specifically the 

enforcement of laws regarding hate speech on social media. The study is conducted 

at the Riau Regional Police (Polda Riau), an institution selected for its relevance to the 

study of information technology based criminal law enforcement. The study 

population comprises one Head of the Special Criminal Investigation Unit and two 

investigators, resulting in a total of three respondents. Primary data collection is 

designed to be carried out through interviews, while secondary data is derived from 

legislation, books, scholarly articles, and other relevant literature. Analysis is 

conducted using a qualitative-descriptive approach by evaluating respondents' 

answers against the research focus and subsequently relating them to theories of law 

enforcement and legal certainty. 

3. Results and Discussion  
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3.1 Interview Results 

The interviews were structured based on the respondents' three respective 

roles. The first respondent was the Head of the Special Criminal Investigation Unit, 

while the second and third respondents were investigators. The substance of the 

responses focused on stages of law enforcement, digital evidence, challenges in 

identifying perpetrators, and prevention efforts. 

Respondent 1, the Head of the Special Criminal Investigation Unit, explained 

that case handling begins with a report or information from the public, followed by 

a preliminary inquiry to determine whether the incident shows indications of a 

criminal offense. If sufficient preliminary evidence exists, the process proceeds to a 

formal investigation, involving witness questioning, the examination of electronic 

devices or data, and other investigative actions as required by the case. Based on 

the interview, investigators must assess the context of a post before concluding that 

a crime has occurred, as not every statement that offends another party 

automatically constitutes hate speech. 

Respondent 1 also outlined that forms of speech requiring attention include 

provocation, insults, the incitement of hostility, and content targeting specific 

groups based on identity. In practice, difficulties arise when perpetrators use false 

identities or anonymous accounts, delete content, or utilize digital communication 

platforms where data is stored outside Indonesian jurisdiction. Preventive 

measures are implemented through public education and appeals for responsible 

social media use. 

Respondent 2, an investigator, emphasized the importance of electronic 

evidence. Reported content must be documented and traced, including accounts, 

posts, comments, images, videos, links, and other relevant electronic 
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communications. Screenshots alone are not always sufficient to build a case; 

investigators need to link them to data sources, account identities, communication 

contexts, and other evidence. This aligns with literature identifying authentication 

and integrity as crucial aspects of electronic evidence (Wiarti, 2024; Wulandari, 

2024). 

Respondent 2 also noted that the public does not yet fully grasp the limits of 

freedom of speech. Some social media users believe that any statement falls under 

the right to freedom of opinion; however, this freedom is constrained when a 

statement meets the elements of a criminal offense as defined by law. This finding 

aligns with research on freedom of speech on social media, which emphasizes the 

need for a balance between freedom of expression and the protection of the legal 

interests of other individuals or groups (Mathias & Silliman, 2022). 

Investigators have also identified five categories of obstacles: legal factors, law 

enforcement personnel, facilities and infrastructure, the public, and legal culture. 

From a technical standpoint, technological advancements cause the patterns of 

perpetrators' actions to shift rapidly. Content deletion can erase parts of the digital 

footprint, while the use of fake accounts complicates perpetrator identification. 

Furthermore, when data is held by platform providers based outside Indonesia, 

investigators face challenges regarding coordination and jurisdiction. 

The three interviews reveal a consistent pattern: effective law enforcement 

requires a combination of legal expertise and technological proficiency. Handling 

these cases goes beyond merely determining whether language is abusive; it 

requires an examination of criminal elements, context, the target's identity, intent, 

distribution, and the relationship between the content and the protected legal 

interests. 
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3.2 Law Enforcement Against Hate Speech on Social Media 

Law enforcement can be understood as the process of translating legal norms 

into reality. From Soerjono Soekanto’s perspective, the effectiveness of law 

enforcement is influenced by factors such as the law itself, law enforcement 

officials, facilities and resources, the public, and culture. This framework is relevant 

for analyzing hate speech, as digital cases involve the intersection of criminal 

regulations with rapidly evolving technology. 

The process begins with information regarding content suspected of violating 

the law. Such information may originate from victim reports, public reports, 

monitoring activities, or findings by authorities. The subsequent stage involves an 

investigation to ascertain the nature of the incident. In hate speech cases, 

investigators must avoid approaches based solely on personal dislike of the 

statement's content; instead, assessments must focus on the specific elements 

defined in criminal statutes. 

An analysis of 27 Indonesian court rulings reveals that the primary issue lies 

in the absence of a uniform, objective threshold for defining hate speech. 

Assessments regarding protected groups, dissemination, the content of the speech, 

and the link between the speech and resulting harm can lead to varying legal 

interpretations. This situation underscores the need for consistent interpretation to 

prevent law enforcement from devolving into the criminalization of expressions 

that should be protected (Mathias, 2023). 

The next stage involves the collection and securing of evidence. Digital 

evidence may encompass electronic information, electronic documents, devices, 

metadata, communications, and forensic examination results. Recent literature 

indicates that while Indonesia has normatively recognized electronic evidence, 
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procedures regarding authentication, preservation, and the chain of custody still 

require more robust standardization (Aji Putra, 2026; Agatha & Rahaditya, 2026). 

Once evidence has been gathered, investigators must establish the 

connections between the account, the content, the device, and the suspected 

perpetrator. This stage distinguishes digital cases from conventional ones. An 

account's identity is not necessarily identical to the identity of the person operating 

it; therefore, account information must be corroborated by other evidence. In this 

context, digital forensics serves as a bridge between technical facts and legal 

constructs. 

Law enforcement must also uphold the principle of legal certainty. Legal 

certainty entails not only the existence of written rules but also their consistent, 

predictable, and non-discriminatory application. If two substantially similar pieces 

of content are treated differently without a justifiable legal basis, public confidence 

in the law may be undermined. 

3.3 Analysis of Inhibiting Factors Based on Soerjono Soekanto's Theory 

3.3.1 Legal Factors 

Legal factors pertain to the quality and clarity of legal norms. Hate speech 

is multidimensional in nature; consequently, certain acts may overlap with 

defamation, slander, incitement, discrimination, or other criminal offenses. 

While amendments to the ITE Law have introduced normative updates, 

interpreting the context and the boundary between legitimate expression and 

criminalizable speech still requires caution. 

Literature indicates that the primary issue is not necessarily an absence of 

regulations, but rather the gap between legal provisions and their application. 

Therefore, internal guidelines, consistency in interpretation, and the rigorous 
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assessment of criminal elements are crucial. Law enforcement must avoid the 

excessive use of legal provisions simply because the content in question sparks 

controversy. 

3.3.2 Law Enforcement Factors 

Law enforcement personnel are a central factor because digital cases 

require a combination of competencies in criminal law, procedural law, 

information technology, and the analysis of electronic evidence. Investigators 

must understand how to lawfully obtain evidence, maintain data integrity, 

assess the context of content, and establish a link between digital evidence and 

the suspect. 

Limited competence can lead to two risks. First, it may be difficult to 

prove cases that actually meet the elements of a criminal offense. Second, cases 

requiring contextual assessment might be processed too hastily. Therefore, 

enhancing investigator capacity through training in digital forensics, social 

media analysis, and an understanding of freedom of expression is essential. 

3.3.3 Facilities and Infrastructure Factors 

Handling digital evidence requires examination tools, forensic software, 

secure storage systems, and access to experts. Recent literature emphasizes that 

the fragmentation of digital forensic standards can affect the authentication and 

reliability of evidence (Agatha & Rahaditya, 2026). Limited facilities can also 

prolong the investigation process. The situation becomes increasingly complex 

when data resides on digital platforms operating across national borders. 

Investigators require mechanisms for cooperation and procedurally sound data 

requests. These conditions demonstrate that internal technical capabilities must 

go hand-in-hand with inter-agency and cross-jurisdictional cooperation 
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capabilities. 

3.3.4 The Role of the Public 

The public is not merely the object of law enforcement but also a source 

of information. Reports from the public can serve as a starting point for 

uncovering hate speech content. However, reports that are incomplete or based 

solely on perception can hinder investigators. Therefore, digital legal literacy 

needs to be improved so that the public can distinguish between criticism, 

opinion, insults, provocation, and hate speech. Enhancing literacy is also crucial 

to prevent the public from engaging in vigilantism such as resharing problematic 

content under the guise of condemning it as such actions can actually amplify 

the content's impact. 

3.3.5 Cultural Factors 

Digital communication culture influences patterns of hate speech. Social 

media fosters communication that is rapid, brief, emotional, and often reactive. 

Content distribution algorithms can also amplify controversial posts. Research 

on hate speech dynamics in Indonesia reveals a link between identity, politics, 

ethnicity, and the tendency to generate expressions of hate (Saputra et al., 2026). 

Therefore, law enforcement must be accompanied by a preventive approach. 

Digital ethics education, campaigns promoting responsible social media use, and 

the strengthening of a culture of dialogue can alleviate the burden on repressive 

law enforcement measures. 

3.4 Legal Certainty and the Protection of Freedom of Expression 

Hate speech law enforcement must strike a balance between public protection 

and freedom of expression. Freedom of opinion is a constitutional right, yet its 

exercise is not absolute. Restrictions may be imposed by law to protect the rights of 
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others and legitimate interests. The challenge for law enforcement officials is to 

ensure that such restrictions are genuinely grounded in criminal elements, rather 

than merely because an opinion is deemed unpleasant. 

Legal certainty in hate speech cases implies that suspects, victims, and the 

public can understand the grounds for whether or not an act is prosecuted. Research 

on court rulings reveals variations in the assessment of harm and the elements 

constituting hate speech. This underscores the importance for officials to construct 

cases transparently and based on evidence (Mathias, 2023). 

In the context of digital evidence, legal certainty also relates to how data is 

obtained and preserved. Volatile evidence requires procedures that guarantee 

authenticity. Consequently, digital forensics serves not only to uncover evidence but 

also to provide a basis for accounting for the acquisition process. Strengthening the 

chain of custody is a critical requirement within the digital criminal evidentiary 

system (Aji Putra, 2026). 

3.5 Strategies to Enhance the Effectiveness of Law Enforcement 

First, the competence of investigators must be continuously enhanced. 

Training should cover the identification of hate speech, analysis of linguistic context, 

collection of electronic evidence, fundamentals of digital forensics, and the 

protection of human rights. Second, digital forensic facilities and laboratories need 

to be strengthened so that examinations do not constantly rely on external facilities. 

Third, more detailed operational procedures are required for the preservation 

of social media evidence. Every content-securing process must document the source, 

time, method of acquisition, devices used, and any changes made to the data. Fourth, 

coordination with relevant platforms and agencies needs to be improved to handle 

cases involving anonymous accounts or cross-jurisdictional data. 
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Fifth, preventive efforts must be expanded. Police can collaborate with 

schools, universities, local governments, digital communities, and civil society 

organizations to raise legal awareness. Research on hate speech law enforcement in 

Indonesia also emphasizes the importance of cyber patrols, specialized units, and 

public reporting services as part of the handling strategy (Situngkir & Istinah, 2021). 

Thus, the ideal law enforcement model is not merely repressive. It combines 

prevention, detection, professional investigation, accountable digital evidence 

gathering, and public education. Such an approach is better suited to the nature of 

criminal offenses in the digital space, which are fast-moving and cross-border in 

scope. 

 

4. Conclusion 

Law enforcement against perpetrators of hate speech via social media within 

the jurisdiction of the Riau Regional Police requires, in principle, a measured, step by 

step process ranging from the receipt of reports or information, preliminary inquiry, 

and identification of criminal elements, to the securing and examination of electronic 

evidence, formal investigation, and subsequent legal proceedings. The effectiveness 

of law enforcement depends not only on criminal statutes but also on the ability of 

officers to grasp the context of digital communication and distinguish hate speech 

from expression that remains legally protected. 

Obstacles to enforcement can be analyzed through Soerjono Soekanto’s five 

factors: the law itself, law enforcement officials, facilities and infrastructure, the 

community, and culture. In digital cases, prominent challenges include anonymous 

accounts, content deletion, difficulties in data acquisition, the need for digital 

forensics, limited technical competence, and low digital legal literacy. Consequently, 
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necessary measures include enhancing investigator capacity, strengthening digital 

forensic facilities, standardizing evidence management, fostering inter-agency 

cooperation, and promoting public education. 

At the same time, law enforcement must ensure legal certainty and the 

protection of freedom of expression. Criminal proceedings must be grounded in legal 

elements and sufficient evidence, rather than merely the controversial nature of an 

opinion. Through an objective, proportionate, and evidence-based approach, law 

enforcement regarding hate speech can protect the public while preventing the 

criminalization of legitimate expression. 
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